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Abstrrct:

Power zubatations play a crucial role in
directing electricity flow &om generdion to
*pp"rtit g haq and Kurdistan Region Gove
grid shbility, reliability,and reduced carbon
dema'd &r power iucreases" icegratiag
ard low carbsn techrlologies becomes el
Irreroperabilby, frcilir*ed by thetEC 61850
oo,mmunicatbn standards, is key to achisving
snbstatiors. This enables utilitiesto deploy ne
seanrlessly and maoage lcelliger* ptctronic
efficiently. The National Grid in Kurdistan re
in digital zubstation technologies for almost
projerts like AS3 and FITNESS
IEC6I 850-9-2 pracess bus technologies.
thc zuitabiliry of digital zutsratlon schirr
ahIunnat dda wtwork conditbrs remains a
resetreh rcport aticle contributes by assessing
perfrrmurq svaluating dafa flow contrsl met
the impact ofredundancy uetworks, and
experimental tesliqg on protection and control
reeults provirie valuable insigbts for KRG
trawmissionutilities planning the $llout of
zubstations.

Chapfer l: I4roduction

l.l Substation Automation Sy$em

l . L I Developrnent of Subsfatior Autofiratfur

The Subst*ion Automdion System (SAS)
in eahancing the reliabilify ofpower
disf ributionnetworks within zubstations.

The wolution ofSAS began inthe early t
hardwired communicdisn {ll. Figure t-l
ofthe conventioral SAS, comprisiqg aRemote
(RTU)and Human Machine Intsr&ce (HMD ar
level, Bay Confuoilsr a$d Protection Relays at
and conventional switchgear and CT/PT at the
The prfunary focus oftlrc conventional SAS is
data acquisition, including current, voltagg
ard protection firnction data. However, the
data points is not optimal- Additionatly, reli
signals transmifted through copper wiring rezu
inkrconnection of devices, requiring exfensive
coppercable. This not onlyposes challenges in
accuracy but alsoleads to prolonged out4ges
maintenance or replacement activities, i

Due to the grow& and expansion ofpower
substation ftnctionalitiss have evolved and i
ensure the normal and steadyoperation ofthe
syst€m. To achieve this, muhiple functions are
consolidated into fswer devices for Substation
Automation Systems (SAS) t3l. Mi
Intelligent Electronic Devices (IEDs) have been
irfroduced and installed in substdions, simpli
and significantly reducing tln amount of
wiring. Additionally, the widespread use of

coppcr

forProtection and Control in $ubstations

technotogy, oSic fiber, and Ettrmet switches has
enhanced the reliabiliry, capabiliiy, and stabiliry within
SAS.
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In the past, various manufactuers employod proprietary
communication protocols such as IEC 60g?0-5 t4l, DNp
3.0 [J], MODBUS [6], Profibus, and profinet [{ for
communicalion between their IEDs. Howwer,
interoperability challeoges arose due to diffsrent data
fonnats and configuration languages, Ieadingto the need
for protocol converters md complicating equipment
maintenance and replaoement in case of&ilurss or
expansions.

Recogdzing this, the IEC 61E50 standards were
published in 2ffi3, promoting interoperability betwee,n
muhi-vendor devices in SAS. These standards, applied to
Merging Units (MUs), Circuit Breaker Controllers
(CBCs), and IEDs, offer flexibility and benefits forpower
utilities and industries, enabling the confidenf deploymerd
of new smart equipment, communicatiorq and networlc
technology applications. fEC 61850 standards address
market demands frr cost savings, extending zubstation
equipment lifespan, and optimizing finances frr
replacement and maintenance. Moreover, these stardards
integrde wide-area monitoring and control flexibilry irfo
power systems, acceleratingthe integrafion of low carbon
technologies.

The working principle ofthe IEC 61850 based SAS is
shown inFigure l-2

?* l*trLe.l

Figurc l-2 IEC 61850 Based Substation Automdjoa
System [2]
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I . I ,2 The Frmctions of Substation Auto

SptemTable l-l the Functions ofSAS [8]

rype oI
Functions

Specrfication

Protection } Bus bar and feeder nrorer
Control

disconnectors

F Interloekins

nkers(CBs) and

Muftoring
disconnectors

informaticnr from su'itchyard
F Visualizatioaof thedataflor

nd

rn besedon the

in theSAS
P Mqsurethevoltageandcrar
tra$f€r to Sarpled Values (SVs)
(MUs)
F Measmemoreaccuratedata(
phase mgle) by phase measurerue
syncbronization.

rt fromCTlPT aad
da Merging Units

oltagevalue and
I unit for

Aiarming
abnormal condition of substation
F Avrridanyodraissueofsubs rtionoperatiu.

Reco'rding P Record the data from IEDs
D Fauhrecord.

As can be seen ftom Table l-1, the main limst
substatiomotomdion system can be summariz
asp€cts, (i)Protectioq (ii)Conrtrol, (iii)Monitor
(ivlMeasuremenf (v)Alarrning and (vi)Remrc

1.2 Substation Challeuges and Issues

l-2.1 Equipment Asset Maintenance and Repk

Digifal substations consist of primary equipme
circuit breakers) and secondary equipment (e.g

corfrolurrits}. IVhite prirnary oquipment catr ol
years, IEDs have e shorter lifespan" requiring r
evew So/n annrrellv in fhe IiK I lJ Rapid techr
advancsments necessitatefrequert IED upgrad
prolonged outages and high expenses during ir
affecting power system reliability. [9]

1 .2 -Z Dda Messages Delay ard Loss

Mesr.*se crrmmunicsfion in srhsfations invnlvr
messllges (e.g., SVs, GOOSE) and nou-time-st
(e.g., MMS). SV and GOOSE messages, critic
functions, face challenges with delay or loss, ir
bus reliability. TCP/tP{ased MMS messages i
timedelay but enhance communication syctem

| .2.3 v. endor loteraperabilrty

IEC 61850 standards aim to ficilitate hteropen
IEDs&om differrent manufacturers. tlowever, d,

compliance, fuferpretation differences exist. Th
engineering process involves System Configura
Description Language (SCL) files, Ieading to vr

proprietry communic*ion proomis an<i toqis.

lack of a uniform $andaJd for UO inter&ce mo

complicatesinterop€nbility, requiring signifi car
and maintenancefees for IED rephcements. Ma
prefer developing substatioos based on thci prr
economic benefits. Figure 1-3 d€monffies the
eleckical vendor's interoperability over the pror

[13].
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Figure 1-3 Mulfi-Vendor IEDs Interoperability Test on
Subst*ionProcoss Bus [ 13]

To improve interoperability, [l4] has designed a
vendor-natural s)$tem cotrfiguration tool, In the te$ing
plalfonn, tle tool can directly configure the
incorporated IEDs without employing vendor specific
IED tools. The project in [5J has developed a vizual
configuration tool bas€d on the Scalable Vector
Graphics (SVG). The tool has a visual interfrce, which
helps engineers configure the IEC 61850 bas€d
substation il an effestive way. In[ 16], the integrafiion of
the SCL withthe Open Platform Communications
Unified Architecture (OPC UA) has been proposed to
improve the vertical communicdion (i.e. the MMS
ClienUServer) perbrmance.

1.2.4 SAS Nstwork Perfonruurc€ Evaluation:

Detays or losses in data packets, especially time-critical
onss likeSVs and GOOSE, significautly impact overall
subt'*#on acf*'od;pcrftmancc. IEC 61350 Part 5
outlines end-to-end time delay allowances for diftrerc
msssage services, clari$ing speed and priority.

Reliability and capability challenges persist, as standards
alone dont solve deailed issues like dqta packet flow and
queurng delayv'ariations.

1.3 Iraq/KRG AS3 and FITNESS Solutions:

Substation secondary systems (SAS) offer opportrmities
for functionality improvemers, evolving from
electromagnetic to microarocessor-based IEDs with
Ethenpt capability. Shortened life cycles ofmicro-
procesmr-based protection devices necessitatefiequelt
maintenance and replacements, posing chllenges during
long planned outages.

The introduction ofIEC 61850 standard aims to enhance
the reliability, availability, and interoperability of IEDs"
leading to various digital substation projeots for
demonstrating maintenancecosts, lifecycle, and

interoperability. National Grid's AS3 pdectproposes a
flexible, reliable, and long-life substation, while
FITNESS projsct assesses ftnctionality and
interoperabilfu for multi-vendor IEDs using HSR md
PRP redundaocy networks.

1.4 Motivation:

Designing trvo independent process buses improves AS3



architecture's retiability, but d*a flow
complex bay solutions and assessing AS3

thorough investigaion into maximum device

capnbility perbnnmseaf,e perdinC, FffNESS
utilizing HSR and PRp redundancy protocols,

sd time-critical message ldeircy.
$imuh{ion and experimerral tests aim to
substation architestures, sabilitv.
oper*ion limitations under various faulty
ard power nefwork furtts. The results can
zubstation architecture designs andmaximize
during implementation,

1,5 Aimand Objectives

Ths aim ofthe project was to assess suitable
zubstafion data oommunication networks and
their impact on a protection and control
fun*ionaliry and perbrmance. To achieve the
folbwing obj.ectives wereconsidered;

. Conducting sritical literarure reviews
idedifying thegaps between the academic rss€
industry apptications for future deployrnent of
IEC6I850 based digirat zubsrarionwhich led rh
mouvatlon.

. Establishing datamessage types
IEC6I850 standard and brmul*ing message
be us€d for thesrbstation ,tsra *Jwsr*
studies.

Modelling and implementing a typical
basedProcess Bus (PB) simuldion rnodel for
of the maximum equipment integration hosting
based onthesnritches used ftrthe d*a

Modelling and implementing a typical
basedStation Bus (SB) simulation model for
ofthe mardmum number ofbay's hostiqg
the swirches used for the message exchange

Pnoposing and implementing the use
flowcor{rol methodsto minimise the impact of
storming d*a and avalanche data on the time
messages in both prccess buses and station

. Modeiling ad implemerfing two
networ{<redundancy networ{t topobgies based
simulationmodels and assessing 6e impact of
tti,twort fruhy equipment on the protection and
fu nctionality and performance.

' Setturguperyerimernaltestbed inthe
ud corducting the tests and analysis for the
di&rent &ulty equipmers scenarios ia the real
HSR ard PRPddanetwork on tlre protection
functbnality and perbrmance.

Knowhdgeable Contrih$ions

Three keycontributions inthe resarch report ar€
summarized asfollows:

l. C,ommunication Netrvork Hosting Capabil
r Focuses on quantifying communication
hostingcapability under rarious redundancies.

I.6

r Addres$es limited sfudies on the impact of

full
project

1850

assessmeff
rty

capability.

1850

based on

d*a

data

and PRF
data

ofthe

datqavalanche d*a ad dda flow growth on networt
equipment hosting.
. Contributss three genoric redundancy models and a
methodology for analyzing network dda flow
capability,

r Results contribute to Ndionat Grid's substation
networftconfuurdion and FITNESS pro.ybct repor6.
r Published related papers.
2.Impact of Data Flow Contrcl on p&C Time-
CriticalMessages:
r Quantifies tlre impact ofdifferent data flow
controlnethods on time-critical messages like
GOOSE.
r Formulates a Poisson queuing equation based
onIEC6l E50 foi representing GOOSE messages.
. Impleruents &ree dafa flow ccntrol models using
OPNETand confirms suitable methods ensure networt
data flow performance for protection and control
functiors.
3. E4perimental Assessment of Network
RedundancyArchitecf urss:
r Addresses fhe lack of realli& impact studies on
fiultycomponents and power network conditions in
digital srb*arions.
r Designs a virtual digital zubstation test bed with
RTDS,two vendor equipmem, and configurable
Ethemet switches.
r Conducts case studies on ths impact ofdifforent
networlredundancies on vendor equipment prformance.
r Contributes a dataanalysis metlodology based on e-
Qmethod for validating experiment dAa and
conducting statistical analyses.

Chapter 2: Literature Review

2.1 Introduction:

This chapter provides essential background information
on digitalsubstations. It covers IEC 6 I 5S0, substafion bus
messages, and erylores redundancy technologies for
enhancing communicdion network reliability. Recent
data flow managemetri studies are discussed, follorredby
a summary ind commentar'. on relevant research results.

2.2 IEC 6 I 850 Communication Standards:

Oyerview ofIEC 61850:

Origin*ing in the early 1990s, eforts were made to
design a vorsatile substation architecture prornoting
multi-vendor interoperability. UCA versions 1.0 md 2.0
laid the foundation, and in 2004. IEC 61850 was
defined for rcal-time dqfa exciangein stlbstations.

IEC 61850 is a firndamental communication technology
for smartgrids" oftring clarity on daa format and
configuration language.The stmdard has been widely
implemented, with research institutions globally
contributing to its application.

IEC 61850 Parts Overview:

Part 1: Inhduction and structure ofthe l0 psrts

Part 2: Glossaries used in the standard.

Part 3: General requirements for digital substdjon deployneat.



Part 4: Focuses on prqiects related to process
automdionsystems.

Part 5: Stmdardizes communication between
IntelligentElectronic Devices (EDs).

bus tlrough optic fibersfor metering, trip recorder and
protecting propose. Protection andcontrol dda can bo
delivered to station level and process level; irformation
between differont bays can also be exchanged.

Part 6: Describes a unified subst*ion language

Part 7: Encompasses communicafion service
modeling,principles, and infrrmation rnodels.

Part 8-1: Describes qpecific communication
umpping toManuecrudng Message (MMS).

PNrt 9-1 end 9-2: E4plain communication ntsfgilg

lGvt1i*
F tur'fu ffie*@rff@.hr&

Figure 2-l lrterfrce model of IEC 61E50 [20]

SAfion l*vel: The firnstions at station level will
influence tle equipment operation within the substation.
It helps the substaiionto send datato the control cant€r
for scheduling or execution.
Station level also has other functionalities, including
real-time substafion monitoring and human-machine
interfrce (IIMI) system. Additionally, std,ion level
receivss the d*a from other bays to prevert prot€ction
lilnction thilure. When a tilult occurs,md the ctrcult
breaker bils inthe local bay, the circuit breakerscan be
tnpped in other bays.

Process Bus: It is used as a cornmunication hub that
transmits thedigitat slCnal from merging unfu !o IEDs as
well as helping IEDs deliver instructions to plant
equipmern such as circuit breaker.

Stffion Bus: It not only exchanges data &om slation level
and baylevef but is also used for communicdioc bctween
different bays viathe statjon bus.

2.2.3 Message Tlrres:

2.2.3. I Sampled Value (SV):

r Defined in IEC 6 1850 p aft 9-2, SVs are generaed in
merging units (MUs) byconve*ing analogue signats &om
non-conveutional instrument transformers (NCITsho
digital sicnals

r SVs carry fixed-length data packages containing voltage
and curred measuromerrts from NCITs.
. The multicast cqpability of SVs enables forwarding the
same data packets to ruliiple Intelligent Electronic
Devices (IEDs), reducing Ethemet traffc significmtly.
; Sr/; Sllow a s'nbscribcr/publishcr ;tmdrg allowlng a
single MU to publish SVs to yarious subscribed IEDs.
enhancing network availability and flexibility.

r Transmission of SVs occurs d specific predefined
sampling rdes, e.g., The fi,equencies utilized in the UK
power system, 4000 Hz and 12800 Hz, conespond to the

Sttior fed

.sr*n.t6

3ry Lryd

El tu.&

unit&IEDs, and the mapping for Sampled
lruumissi<rn.

(SVs)

Andtwo

recording
re realized

llel.

Part I0: Covers teclurologies for testing and
communication services' perbrmance.

IEC 61850 establishes aunified communication
ensurirgmuhivendor inleroperability and a reliable,
fiexibie suixiaiion communicarbn nerwork end

2.2.2 FunctionHierarchv

Figur€ 2-l illustrates the interftce rnodel of I850 based
digital zubstxion. IEC 61850 Srandardbas di tjle
zubstationautomdion system into ftree levels:

l) St*ion level 2) Bay leveland 3) Process
buses:

l) Station busand 2) Process bus from topto
respectively.The ft$ctionalities of SAS are in IEC
6 I 850, including protectiorl control
snd commuoication ryplicdions. These
on diftrent devices * diftre* levels ofthe

Prrocess Levol Switchyard equipment is
process level,including current transforrner,
transftrmer, discorurcctor, ud circuit brsakee
primary equipment is hard wired withcopper
Peal-time analcgue l.gncls .l';ilI be rent b;,'tbese
to process bus which contain instant
informilion about current ard voltage, as well
status ofthe clcuit breaker.

BaJlevel: Bay level is loc*ed behreen the
and smtbn bus, rud consists of proteetion md
ItlDs lirr each bay. lb0s are conneckd wtth the

bus



*andard 50 flz fuquency. This frequency
emplopd in the power system of Iraq.SV
occupy a substar[ial portion ofthe trafiic bandw
proc€sr bus's 10O MbiVs Ethemet lirlk capacity.

2.2.3.2 Generic Object Oriented Subst*ion

r GOOSE is atime-crirical
subscriber/publisher mecbanism, &cilitxing
data transmission between lEDs.
r OperatingoverEtlernetlayer2,
messagesexclude Intemet proiocol (Ip)
Transmission Control Protocol (TCp).
. Primarily used &r erwardiry
instructionq irdicators, and alarms, GOOSE
exchange of information, enabling i

data packet.
Figure 2-2 GOOSE Retransmission Mechanism

Once stability is restored, the retransrnission
T0.

2.2.3.4 Client/Server Service Model:

. Depictsd in Figure 2-3,t1rc client/server
communicatircn model manddes no rew cliertr
receiving conesponding server replies.

I K€y dat4 such as ftult recordg event
msasurement values, a.re exchanged in this

r IEC 61850-8-l maps abstract objects and
Manuficturing Message Specification {MMS)

updates.

. Leveraging multica$ c4ability, a si
message can serve yarious applications,
mesgges to different subscribed lEDs fiom
r The size of a siagle GOOSE mesmge
accommodatiqg up to 1500 bltes of i in one

IEC 61850-8-l maps &e abstract objects and services to
the Manuftcturing Message Specification (MMS)
protocols of 15O9506 [45]. MMS has the proven
implementafion track recordtlat cam support the complex
naming and service models of IEC 61g50. MMS is used
for real time data exchange aud contol within a station
bus to achieve inferoperabilify.

2.2.4 Benefits ofIEC 61850:

r Rsalizing Multi-Yendor Interoperabilitv: Standardired
communication service classes and configuration
language enable data exchange between different veirdor
equipment, foSeriag a coaepetitive €nergy market.

r Simpli&ing Substation Design: Ethemet technology
simplifies substation connestion design, utilizing optic
fibers to improve ftnction hierarchy, reduce time delays,
and enhance reliability.

. iv{inimizing Replacement and Mainlenance f_osis:
Optical fibers ficilitate easier instalation and strorter
configuration times. IEC 61850's system specificdion
description (SSD) files and substation configuration
language (SCL) streamline IED replaceme$ and
maintenance with minimal impact on powersystsm
operdion.

2.4 IEC 61850 Based Subst*ion Architecfures:

r IEC 61850 minimizes oreliminates copper wire use in
the substation's secondaryside, introducing optic fibers
for protection and control data transmissircn.
r Elhemet efrciennly addresses data flow congestion for
real-time requirements, with galvanic isolation achievsd
through optic fibers.
r While the standard doesrt qpecifu substation
architecture, varied designs exist based ou communication
fiurction requirements of different powerutilities and
manufrc{urers.

2.3.1 GenericArchitecture

Acoording to tEC 61350-7-l [23], ageneric IEC6I850
standaxdsugge$ed substdion architecture is shown in
Figure 2-

Figure 2-4 Overview-ofIEC 51850 suggested
Architecture [23]

2.2.3.3 Clieut/Server Service and Benefits ofi

2.2.3.3 Client/Server Service;

. RetrammissionStmctureofG0osE
Illustrated in Figure 2-2 per IEC 61850 part 8- .G00sE
mossag€s ars muhicast in steady-state conditi witha
specific fiequency (TU) actlng as a heartbed

r Duringevents/fauhiqiections,the
irterval shortens to Tl and gradually erfrends T2 and T3

is also

onthe

(GO0SE);

service widt a
driven
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res swift
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1309506, supporting complex naming and models.

REqur$t

Reptt

Figure 2-3 Client/ Server Service Scheme



The ddaexchalge flow bythe communication
iubrackets in Figure 2-4):

I IEC 6!85n-9-2 l-rased SV ev_ehangr,

2. Fast exchange ofUO d*a for protection and

3. IEC 61850-E-t GOOSE,

4. Engineering and configmatior4

5. IEC 61850-8'l MMS based clienr / server -
zupervision,

6. IEC 61850-6-1 MMS bas€d client /server -
communication

7, IEC 61850-9-3 (IEEE 1588)time

2.3.2 fuchitecture of Substation Secondarv

ln orderto develop a strdegy and architecture addressing
the lifecycle issues ofzubstdion protection control
(P&{} assets,Ndional Grid has set up the for
Subsration Secondary Sy$ems (AS3) project. project

secondaryaims to develop a new architecture for subslati
s)'sterns, which can provide a quicker, safer
approach forthe installafion and replacement
equipment. The overview ofAS. architecture i shown in
Figure 2-5 [2a].

. Connects Human Machine Interface (HMI) with
IEDs forIEC 61850-8-I MMS monitoring and control.
. Facilitates inter-bayGo0SE trip message
delivery rncase ofcrcuit breaker tailure.
4.Measurement Bus:

' Supports high-accuracy metering and circuit
breaker(CB) synchroniaation.
. Comects io a bay control unit (BCU) for
assessing SVstreams across bays.
5. Siaudaxi Bay Suiuiir.rl iSBSi:
r Applies a standardized bay solution concept.
. Reduces interoperability issues between muhi-
vendorbays.
. Eases configuration integration forthe
entirecommunicdion system.

gfl

FITNESS Project Architecture (Figure 2-7):

. Deploled at KP (Kurdistan Power) Transmission's
(KPT) Bazyan 400kVsubstation.
r Driven by interoperability and reliability among
muhiplevendors' equipmenr.
r Utilizes full digital subst*.ion architecture.
r Selects and configures 2 bays in the Bazyan
subsfation tothe FITNESS architecture.

These archilectural designs aimto enhance reliability,
facilitateinteroperability, and streamline communication
system configurations.

{numbers
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tlad$h*h*.
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Figure 26 One of Bay in the AS3 Architecture 
i

Details ofAS3 Architecture and FITNESS frojecf:

ASi Architecture (Figure 2-6): i

Flft*rfi?d

Figure 2-5 Overview of AS3 Architecture [24J

l-Ethemet Switching Ports: Standard ports
primary equipment and merging units
offiine installation of a replacement bay and
switches between in-service and replacement

equipment.
2" Two Independent Process Buses (PBl and
. Enhances networ|< sommunicatior
r Prevents a single process bus frilure &om
IEDs'operdion and control.
r Enables separde transmission ofSVs and
r Eliminates the need forEthemet filters,
deviceins[allation and maintenance time.
3. Station Bus for Substation Automation:

,.r9,.' '

+i 4.a
J:r
] EFg

"LL

*;

IL*,
iF

w
I

llBjL

Figue 2-7 Overview ofFITNESS



and had-related invesEnents. The use of
enhances deployment speed, availability,

The FIINESS architecture oftrs several kev

L Etlemet Technologr Implementation:
employs Ethenret technology, reducing outage s and
proviJing a rohrst fuundation forefficietr

buc firll vendor interoperabilityremained elusive due
to comparibility issues.

. Redundancy techlologies, iacluding Farallel
RedundancyProtoml (PRP) and High-availability
Seamless Ring (HSR) defined in IEC 62439, have besn
sfudied for optimizing network system retabihty p6l.
HSRtechnology, in particular, has demonstrded over
99.99?3ni prrtcess lrus avaiiability [2?].

r Projects focusing on substdion communication

fr*ctrf
Lorcl

project proposed by five major electrical manufrcturers
g in 2013 which are illustrated in Figure 2-9.
BJ

* Figure 2-9 GOOSE Message InteroperabilityTests [16l

2.4 Cnmmunication Systems for Digital Subsuatim

2.4.1 DdaC.ommunication

Dda communication car be implemented using OSI-T
layers stackmodel which is specified in IEC 61850 frr
data packets communication [32]. Three main tlpes of
message communicationstacks are illustrded in Figurc 2-
I0. Seven diffelent tlpes of message service are proposd
inthe standad. And different services speeifydifferent
communicalion time requirements.

IEC 61580 defines time critical message SV (Tl,pe g and
GOOSE(T]Oe I, I A) as high prionty frames which ars
directly mryped to data link layer 2. These ftamss hold
priority within all operating IEDs. Therefore,
unnecossary processing delay can be eliminated ard
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fiben
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to traditional

eryedites
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co${anability while minimizing costs
dssigns.

2. Redundancy Networks Integration: Util Hieh-
availability Seamless Redundancy (HSR) in process bus
and Parallel Rsdurdancy Protocol (pRp) intlre bus (as
iilustraf€d in Figure 2-7), HTNESS ensures rcaovery

topology.time in the evegt of cable Silure on the ri
This integrmion enhances zubstation reliability
recovery.

3, Multi-Vendor Interoperability: FITNESS
equipment from diverse manufrsturen (GE ABB),
fr stering muhi-vendor interoperability. All adhere to
ths IEC 61850 configuration process, seamless
sommunication on both the station bus and bus. This
interoperability coatributes to the development now
substations and eryansions, benefiting and
sustorners in transmission and distribdion.

B4v
lxrel

I
r..tl
ilr

I
,. tF,
:, 1:' 

,

io insf urn€ntal hansformers

Figure 2-E SIEMENS asd ABB Interoperabiti Test Setup
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$everal projects addressing vendor i
poS IEC61850 releases iaclude:

t Ia2002, ABB a&d SIEMENS propesed an
iuteroperability project, demonstrating
ard process bus interoperability. However, its
onrsal substation operations was limited due
technologyconstraints. Figure 2-8 shows the
experimental setup which combines several
devices from ABB and Siemens respectively.

. TVA collaborsted with GE. Siemens. and
ABBin 2005 turthe "Bradlev 500KV

Cior*rkcore Subditbn
ACgl Strt6
SerYices Evct{

project. Despite aiming for a multi-vendor IEC
based zubst*ion" challenges arose with privale
pratocok and varied data formats, leading to
progtess and budget ovemrns.

. Iu 201 3, five major electrical manufacturers
initixed aproject evaluating GOOSE message

communication reliability. The P2P and

lilirtS Frobeo{ Sulc

{TFe2. s.5}

ClienilServer communicdion models were



2.4.2 RequirementsofData

/!.,t .! !\_a..\r-!-.-_t_r-.,-t-..:.._L,t,) ual.u rtutwur|| rupurugrus

Theworking principle, advantages and d
two main topologies are discussed.

2.4.3.1 Ring Topology

fibers on the ring, the data packet can be

topology compared with startopology, therp is a

to

(Types 2, 3, 5) employs a client-server that is
hsed onTCP/IP protocof operafing above Ethemet
iayer. Thc deraiis of different m€ssage
principles will be provided inthe ne:d su

Figure 2-10 Message Communication

The system time delay is an important i to reflect tle

mess€e performance improved" On the

per$rmance of subsation communicaf ion
defined in IEC 51850-5[12]. The mesrye
ofthe total time it gener*ed in source IED
collected bythe destination IED within the

+ Tst + Tse

- Stage 2: Time delay inthe communication nehvod(Optical
fibe:r" Etbenret s'*tcher) Ib

Stage 3: Time delay in receiving end device T c = T du + T dt +
Tde

Therefore, the end to eud (ETE) time delay ofthe rtata

packet canbe concluded as T = Ta + Tb + Tc

Figure 2-l I Principle ofEnd to End Time Delay

The time requirements fur communication services are
provided inTable 2-2.The hndwidthand maximum
transfer time of each communication service is specifed
as rvell. The message time requirements are based ontheir
applications in the zubstation. For instancs, the sampled
value and GOOSE message arc tim€ critical messages
while MMS are non-time critical messages. It ca be
concluded trd the ovelall time delay ofthe substation
communication nefwork should be below 3ms to avoid
any data dehy and loss to snsw€ the normal operation of
ths substdion [33].

for Di$erent CommunicdionServices [33]

delay for messages, especially for time-critical messages.
This will impact the operdion oftbe substaion when a fruft
ocsurs. Additionally, since more Ethemet switclres are us€d
in tle ring, it is more costly than startopology.

. MMS

network. As Figure2-l I showq three layers in IED

which is
delay consists
it is then

layer,transmission stac,k are considered" including
TCP/IP layer ad applicdioarespectivety.

The tirne tieiay oicomrnunicafion service is a index io
indicate the reliability and availabitity ofa
substdioncommunication system. Figurc 2- I I the
principle ofmessage transfer time which is in IBC
61850 Part 5 [l7]. The transfertime is counted thedda
packets generated in tlesource dcvice {MU,
d*a colleCed bi, a destinetico 4s';i4s thlolgh
communication network.

Ae Figure 2-ll shows, the time delay will be i din
ardtirce di&rent stages for d*a packet

the time delayfor each st4ge are prsseri€d as

Stage l: Time delav in the sending end Ta=Tsq.

Table 2-2 Time

Some topologies aro implemented within the IED 1850 bas€d
substafion architecture, including star topology, r topology.

ofthese

HMI)totls
e;bst*ioc

are

to

Figxe 2-12 presents the serval Ethernet switches
connected with point-to-point links within a close
deptoy ring topology. Ths data pack*s are
circularly in &e ring from node to node to e,nsure

switch node can handle thesame infurm*ion.

Ring topology can bring a reliable communication
trafrc trmsmissio$. In casc of frilure ofarvoue the optical

tn teverso
direction to ensure the protection firnctions can be
dealwith the &ult.

However, due to ths long distance of data Frgare 2-12 the overview of Ring TopologyNetwork [34]

I



2.4.3.2 StarTopology

FiCurc 2-13 shows a typical startopology netr
ddifferent levels are connegted with u 

""mrutdirectly. The ceutrat Ethernet swirches help to
packets in the communication network.

zero recovsry time for thecommunication nstwork in
case of any single ftilure (e.g. Fibea IEDs or MUs).

2.4-4. ! Communication Rec.overy Time

Assessing network redundancy impact on protection ard
Control (P&C) involves considering communicdion
recovery time bef,ween two services, a crucial
perforrnance indicaor. As perthe IEC6lg50 standard
[38J, specified rccovory times vary for diftrent
comrnunication sorviceq wi& critical messages like
GOOSE for busbar protection requiring zero-recovery
time, necessitating redundancy routes for unirfemrpted
communication.

2.4.4.2 Rapid Spanniag Tree protoml (RSTp)

Rapid Spanning Tree protocol (RSTP) is conrmonly used in
ringtopology networks. The overview of the RSTP pmfoaol
is shownin Figure 2-14.

The working principle and function ofthe RSTp can
besumrnarized as follows:

l. k can be assumed thsthe device linked with Etherret
switcb D is the source IEDs for gene rxing d*apacket, and
the device linked with Ethernet switch E i, th" d"rtlnurior
IEDs 6r receiving data packets. As shown in Figure 2-14,
flere are two separafe rcut€s forthe trallic trarsmission in the
ring network, tie anticlockwise direction which is active:
D->C+B+A+J+[-+F{+G+F-+E, t}e clockwise
direction which is inactive in normal operdion: D+E. In
nonnal operation, only the active route will be running for
data packet transmission, And the inactive route is used for
back up u*ren a fault occuns (single Ethemet link
failure).

2. When a siugle optical fiber fails or is disconnected in
theriag network" the backup route rlill be enabled for traffic
transmission. It takes time to recon_figure the Ethemet switch to
change the direction for ddapacket propagdion. Therefore,
data packet transmission will be delayed or even Io* during
device reconf igurdion.

However, the dda recoverytime of RSpT protoool frr exceeds
therequiremem forthe IEC 6i850 communication services
based on industrial Ethemet real-time application
[40].Therefore, mauufacturers proposd some redundancy
solutions basod oa imgtoplogy to shorten dre rpco vary frme
and improve the reliability performance t4ll.

O1[ical Fiber Failure between I and J

ti*Fi. c.btd c.nhr

The devices

switch
the data

topology
network.
tle'dedla

with

Figure 2-13 the Overview of Star Topology [341

It is easy to add or replace the equipmert io the st

Try"* *ith minimal impact on the operation of
And a frster transmission time can be irovided
packots need a strort distance to tlre destination
thedqg topobgy rrctwor*- Therpbre, data sesuri
improved in that th€ data do not need to cross t}e
communication network [35].

However, as all devices are connect€d witl

L

switcbeg the failure ofany central Etlernet swirch
disrupt tlreoverall srbstation operdion. Therefrre.
reliabilit-v of the star topology will be reduced.

Table 2-3 RecoveryTime Requiremer* fur
Communic*ion Services [3 8]

?.4.4 DatsNsturud( Redurrdancv

Network redundancy is crifical for power r.rtilities
manufacturers, addrsssing communication service
recovery needs.Beyond ensuring resilience during
nefworft fiilures, the objective is to manage oufage
dunng equipmed modific*ions [36]. il{odem
like High-Availability Seamless Redundancy and
Parallel Redundancy Protocoi (pRp), outtined in
62439-3 [3{, bave replaced older protocols like
Spanning Troe Protocol tRSTp) due totheir
provide the requirodzero recoverytime in digital
substdions.

Two seamless networt protocolq High-Availabilfu
Seamless Redurdancy (HSR) and pamllel

IED to IED {reverse blocking)

Protocol (PRP) aredefined i^lEC 62439-3 [3{ to



End Device-l

€ndDevke-:

Endh&r.l

EndEa{r;cF2

Figurp 2-14 the Working Principle of RSpT

2.4.4.3 Pxztle! Fedundeacy' Frot+cc! {FFJ}

2.4.4.3.1 Overview of PRP Network

The basic conc€pt ofthe PRP protocol is tlre equ (MUs,
IEDs) with PRP compafibility comrected to two and
isolaned communication networ*.s. Anv dda will be
d';pliceted and published intc borb net'.'rc*s tt *e
ftroweyer, the topology structure oftwo i net!ryorks

Figure 2-15 the Working principle ofpRp Network [43]
2.4.4.3.2 PRP Devices

As preseraed in Figure 2-15, different gpes ofend node
device areinstalled inthe PRp network.

DANP (Double Atrached Node using pRp):

Two separde traffic ports are configured in DANp which
have thesame transmission abilities. DANps ar€ cotrnected
with two independent networks. However, in some special
circumstances, itis possible to choose one ofthe ports for
coffrectior ifthere is only one LAN. The intemal $rusure
oftbe DANP is shown in Figure 2-16. The working
mechanism ofDANP is described beLow [44J,

- Link redundancy entity is implemented in layer 2
(lvlAClaver) tr Fisure 2-16 shows.

- An instruction date from iie network layer or tltat
above (left red arrow) to generate two duplicated frames
and sead themto two separat€ transmit ports.

- Redundancy Control Trailer (RCT) is added into
FrameA and Frarne B in laver 2, which includes the
frame sequence refrrence, the label of LAN A and LAN
B and PRP tag.

- Once the first frarne arrives at the destination deyice,
theMC wi[ be removed in tbat frar:te to ensurs thr ftarns
received by the network layer ort}re above layer (dght red
airow) is siaiidard Eihcmct famc. And anothsi foinc &dl
be discarded.

- In the send node and receive node, there is only one
standard frame without rsdundancymechanism in the
lay'er 3 andupper layers.

canbe different [42]. Figure 2-15 shows t}le
tJpical PRPnetwort.

Figure 2-15 demonstdes tlre DANP (Double
Node using PRP), a PR.P-comp*ible device with
independent inter&ces. DANP distributes two i
frames (Frame A and Frame B) through isolusd
networks (LAN A and LAN B) concurrently, w
fransmission times due to routc diftrences.

Atthe receiving DANP, equipped wifhdual i
fust arrwing tame is arcepf-ed, aldthe second is
Failures or mahtenail€€ in one network do not i
tra$mission in the other, ensuring zero recovery
PRP network. Additionally, the switches deployed
PRP nst$'ork aro stsndard Etlremet sritches with
knowledge of PRP to transferthe PRP fi-ames
bcause PRP frames are norrnal Ethemet fumes
additionat PRP tags.

ofa

i frame

in the
the

10
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ialerl€ces
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LAN*
LANA

Figure 2-16Internal Stucture ofDANp [aSl

SAN (Single Attached Node) & pRp
Redbox):

Box (PRP

tu real industry applications, tot many devices that
support PRP protocol are considercd as SAN. is onlyone
commuuicalion interbce onthe SAN. In orderto with
two irdeperdent retwo*s, pRp Redbox is to link
botween SAN and two networks. The working ofPRP
Redbox is presented in Figure 2-17. The firnction

Figur€ 2-18 PRP Efhernet Frane l44l

Redbox is similar to the DANP to the pRp network. It
receives the standard Ethenpt *ames ftom SAN ard
duplicates the fiames. Then, theseframes ae delivered
into two different palhs.

Figure 2-17 the Internal Structure of pRp Redbox [26j

2.4.4.3.3 PRP Eihemet Fiarne

Figure 2'18 shows the mternal structur€ of pRp
Ethemet &ame.Redundancy Control Trailer (RCT) is
placed into traditional Ethemet fiames.

Figure 2-19the Working Principle oflISRNerwort [46]

Figure 2-15 demonsffarssrhe DANp {Double Attached
Node using PRP), a PRP-compatible device witi two
independent interhcss. DANP distributes two identical
fiames (Frame A and Frame B) through isolaed local
networks (LAN A and LAN B) concurrentll', with
different transmission times due to route diftrences. At
the receiving DANP, equipped wi,l dual iaterftces" the
fust arriving frame is accepted, and the second is
discarded. Failures or maintenance in one network do not
impact frame transmission in the other, ensuring zero
recovery time in thePRP network.

Additionally, use ofthe standard switches is prohibited in
the HSR$etwork as &is may lead to endless fiame
circulation in the network and impact ttre opei*ion oftbe
net$'ork.

2.4.4.4.2 HSRDevices
inthe FRP network. However, the stnrctures and ryecifications

1L

RCT consists of sequence number, the label ofl,Af.l A and
LANB, LSDU size and PRp zu_ffix. The functions bf"ucn n"U
are described below. 

I

- Sequonce number: The sequence number ls
incrementedonce the frame is duplicated in link redundancv
entity. Thus, lhe destination device can identifuth{ Same based
on tlre frame sequence number. I

- Label ofLAN A/B: The tabet of LAN AIS can idenrifv
ths tr$smission routs ofthe frame. The frult wiil $e detectcd
when the Same with LAN A label is propagated inio Ufrf n,
andvice versa. I

- LSDU size: The LSDU size is used to spelify the pRp
ftame and standard Ethsmet Frame, since the lengtf offhe RCT
is6 bytes. I

- PRP suffix: PRP suffix is the secondary id[ntification
frrPRP *ame inthe network. i

2 .4 .4 .4 High-availabilit-v $eamless Redundancy (ffSR)

2.4.4.4.1 Overview ofHSRNetwork 
;
I

As in the PRP protocot tlre devices in the HSn netrlvork wilt
seadtwo copies ofthe same frames into two separatb routes
simultarwously. However, these f:ames are propag{ed in the
single network with ring topology structure. Figure p-19
presentsan sxample of a HSR network. I

I

I

I

The devices installed in HsR network are similar tf tn" Arui.r*

I

I

i

I

"tr.trsnol



are aliftle different.

DANH (Double Atrached Node using HSR):

Figure 2-20Intemal Structure of DANH [47]

Link redundancy entity is placed itr
layerlwhich is the same as DANp.

- In source DAI'{H, the message from the layer
or above is s€nt to link redundmcy entity (left arrow) to
g€nerate two copies of identical fiarnes with HSR
furwardthem to Port A and port B respectively af

and

same tlrne

- The switching logic module is in DANH
to transfer and forward the receiving HSR
neighbouringDANHs on ths ring network.

to the

Unlike in the PRP network, the device which only has one
Ethemet communication port is not allowed to be instailed futo
theHSR network. These devices af,e not supported witlr HSR
protocolcalled Single Attached Node (SAN). In orderto realize
the HsR

DANH is the device which supportsHsRcapability. Two
identical ports (Port A and port B with the same lpaddress
andMAC address) are designed in DANH. The inrernal
structureofthe DANH is shown in Figure Z_20."fiw
rvorking principle of DANH is provided as follows;
network with these devices, HSR RedundancyBox (HSR
Redbox)must be deployed between the ri4g netrvork ard
SAN. The internal srructure ofHSR Redbox is illustrafed
in Figure 2-21, mdthe applications ofHSR Redbox are
similarto the DANHto HSRnetwork. Switching logic
module and link redundancy entity is developed in HSR
Redbox.

At destination DANHs" the link
willkeep aud upload the first arriving HSR frama
3 and upper layerq and the HSR t4g wiU be taken
redundancy entirybefore being uplcaded. The
HSR &ame will be discrded here.

The switching logic module inthe source
notforwarrd and remove the HSR frame which is
this node.

SAl.{ (Single Attached Node} & HSR Redundancv
(HSRRedbox):

Figuw L22 FISR Ethemet Frame [aSJ

i{SR iag r:ornisis oiihc firii<rwirg iour diftreni

idterlink to $witdr

Figure 2-21the Intemal Strusture ofHSRRedbox [47]

2.4.4.4.3 F{SR Etherffit Frame

The htennl stnrcturs of HSR Ethemet frame is
present€d in Figure 2-22. A special FLSRtag is
introduced inside, based on a$andard Ethemet *ame.

$4qr.re".npg nr.lmber: It will be increme_.nted fi_rreach
framegenerated &om link redundancy entity based on HSR
sequenc€ numbering algorithm.

ernrtv
thc layer ccw

cwby link
arrioing

L*2 j'

will
in

- PT: This isthe HSR Ethertype identifier provide the
unique identification for HSR frame in the ring

Pdh: It is t}e route indicafsr frr HSR
{clockwisedirection or arrti clockwise direction)

- LSDU size: The size includes the section
standandEthemet frame and the section of injected

Data flow ldanagement related work

Data Flow Simulation Tool

2.5

2.5.1

With the help of communication network simulation tools,
zubstation automation systems based on real digital srbstations

L2



can be deployed without concem for underlying [omplex
hffd."l'are ccnstraints. There ore o nunober oiccnlnerctal
communication network modelling tools availablb for the
indushy.zuch as NS-2, OMNeT++, prowler, Optr{Et NloOetter
and etc JSo1, i

NS-2 is disscts c-".rciit sir.uiatbn so#wac bascd r:-,.--LUUA

syutem[5ll And ir is rvidely used for modelting r
communication nEtworks using C and C++ Indeed,
NS-2 does not provide complete device models

(RTDS) tosimulate power system primary side, assessing
s1'nchrcnizaticn perfunnance. This nethad will be adopteC
for simulation in the current project.

S. Kumar's study [61] focused on substation secondary
syslem architecture, comparing the reliability of a sirgle
'"rrciis doublcplcccss bus. Rcsulis highlightcd thc
significant improvement insl,stem redundancy and
reliabilfu' with the double process bus architecture.

developed byusers.Thus, its reliability and
guaranteed,

OMNeT++ is an open source tool that has strons
regarding operaing system compatibility [52].
ftcesthe same problern as NS-2. Due to a lack of
communication protocols and proper network
software has beenunpopular until now.

Prowler is operated in Mdlab background. Thus,
several advantages compared with the otherthrce
includingalgorithm optimizdiotr, better vi and
docurentation capabilities rhet produce sdis&i results
quickly. Unfortunately,Prowler is still under de
public-ficing guideline and related documents
provrded by tire manufraurer [53J.

Figure 2-23 Dauble Process Bus Simulation [61]

2.6 Summary

Intemarional standard IEC 61350 has gained popularity
around theworld in the substation automation system field.
A detailed discussion ofsfandarrd relevant research is given
in the literaturs surv6y.

Diftrent q,pes of substaiion architecture are compared
and discussed. IEC 61850 suggested architecture has been
presented. National Grid AS3 project has proposed a more
reliable and flexible IEC 61850 based architechre with
fwo independent process buses and standarrd bay solutions-
However, AS'is rathercostly in terms of its complexity.
HSR and PRP redundancy protocols are considered in
FITNESS project to improve networkreliability and
stability. The capability and firnctionality performance of
FIINESS architecture need to be assessed. Someother
industry architecturp has been preserfied to improve tlre
reliability and interoperability.

Several prer.ious data florv rlorks are dissussed ard all
focus onsystem reliability and stability by utilizing
communication aetwork technologies such as pRp or
HSR. Only a ftw ofthemhave considered multi-vsndor
IEDs interoperability. This is because most
manufasturers follow their own proprietary
communication protocols and tools to implement a
digital zubstxion. Additionally, it is hard forthe
configuration tool designed by each manufachuer to
achieve compatibility and nomature technology has
recently been developed

Chapter 3 Perfunnance Assessment of Diftrent
NetrorkRedundancies

3.1 Introduction

This chapfer has 3 sections: {i) Nefwork modelliag:
where tfuee di$ererfi procsss bus redundancy networts
are modelled using a data communication network

it can be

are not

provides

As for OPNET Modelleq it is the most mahre ssfiware
available frr commercial use recently. And it is pqssible to
create rcw hardware devices and communjcation frotocols
based on existing models in OPNET library whicd consists of
seyeral device modelsftom manufacturers and var{ous protocols
[54]. Therefore, tie network simulation results froin Off+nt are
trustwortby.

Basd on the comparisons and analysis above, Opl,IBf
Modeller is appropriate for assessing the SAS comfnunication
net$.ork perfomutnce inthis project. There are sevbral related
'*arks usingOPNET which will bc discusscd in th{ following
section.

2.5.2 Prcvious Work on Data Flow Modelling

End-to-end time delay is critical Sr assessing subslation
communication networ*s. Varixions from IEC 6l*50 pfi 5

siandards can leaC to the loss ofcrucial m€ss€es. gmphasizing
theneed for rigorous network modeling before depfoyrng new
devices.

Studies byT.S. Sidhu and Y. Yin [18, 55] used Opf.{ET
Modellerto assess substdion antomatbn systems, $rovidurg
insights into time-mitical message delays and guidtrg optimat
networkdesign.

In [56], OPNET Modeller evaluated substation autdmation
performance with DER and DAS, ofering valuablej
cornparisonsof GOOSE mesmges under different slenarios for
firture snart grid con$nrction. i

VLAN technology in [57J and multicast filtering inla iiterature
review [58J were explored to enhance the reliabilitliof
substdionautomdion systems, preventing message ldehys and
hsses. 

i

Research {59, 601utilized Real-Time DiSital simulaitor

I
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(ii) Results and analysis where system time delav
network bardwidth utilisation, the effect ofsinsl
networ* component bilure tests, md compariJn
sfudies between normal HSR andHSn witi qn

simuldion software tool, OPENT

techniques, and (ii| Summa4,

3.2 NetworkModelling

The process buses witl three commonly used
commuruaatlon networks and aminimum eoui

l*S*&r

*fat
?irya#s+ilr

tcrrn'

Figure 3-3 Ovsrview ofpRp Network

The proposed substation process bus configurations
include twoindependem parallel star nstworks (process
Bus I and 2) Sr enhanced reliability. In case of frilure in
one network, tlre otheracts as a backup, improving tlre
protection and corfirol funstion.

The HSR process bus network forms a ring structue,
providing two independent conmaunication paths
(clockwise and anticlockwise). Devices supporting
Doubly Attached Node withHSR (DANHI enabte HSR
configutation, while Single AttachedNodes (SAN) require
Redunda*cy Boxes (RedBoxes) frr connectivitv.
Communication between HSR process bus and Statbn
Bus necessitdes a Redbox.

Forhigh availability, two fully connected parallel star
networks with PRP protocols are proposed. Duplicated
message packets ensure protection and control firnction
cotrinuity. PRP networt relies on Doubly Atached Node
with PRP (DANP) devices, whiledevices lacking DANP
firrction {SA}.1) require a RedBox for mrmectivitl,.

Multioast capabilities of Sampled yalue (SV) packets
facilitate simultaneous transmission to muhiple IEDs,
supporting periodic dafa sets with voltage and current
inform*ion. Event4riggered messages are modeled as
GOOSE rnessag€s, ennring rapid circuitbreaker $at$s
updates. Table 3-l d*ails packet size and interv"al time &r
each message t1pe.

Considering the .latagencrate4 Ethernet srritches with a
capacity of 100 Mbit/s are deemed suitable for sim"lption
studies, accommodating the total data range fiom 9.24
Mbit/sto 12 Mbit/s.

Table 3-l Message configuration in OPNET

o.frlo?5

other, but they performs the same protection functions as
MPI or MP2. Thus, the single $arnetwort with Mpl was
modell€d using OPENTas shownin Figure 3-4.

requnementwith Mpl and Mp2 for aproteclion r
scheme af,e modelled and simutated, respectivety
OPNBT. They are shown in Figure 3-1, Figure
3-3 respectively.

Figure 3-2 Overview ofTwo Independent parallel

cofirol
using
and Figure

*l[nh

{*r€*fkrtu

Figure 3-2 Overview ofHSR Network

MessageNaln€

Sanptcd Value

goosn

3.2.1 Modelling ofa Single Star Network

The two kdependent star networks in Figure 3-l
proc€ss bus I and 2 run separdely without sach

14



Figure il-4 Single Star Netrvork Modelling

A.s shown in Figure 5-4. MPI is connected to a MUI and a
CBClviathe Ethernet switch. These four devices are modelled
tusnrg OPNET rnodcl libraq'. The periodic SVs are generated by
Ilt{J I rvhile COOSE messages are sent each other betrveen Mp I
and CBCI. Ra.prtl Spanning Tree Protocol {RSTp) wa.s

<xlnsideled in Ethemet sr,vitch^ Process Bus I acts as the main
prctecfion in the substation. Therefore, should any Ethernet link
lw disconnected inprocess Bus l, a short period oftime is needed
ftrr hckup protection (process Bus 2) to operate. As a result, the
recovery time of RSTP rnay not meet the IEC 61850 SAS
cqrmnrunication netx,ork perfonnance requirements.

3.2.2 Modelling of A Ring Process Bus with HSR protocol

In the process bus utilizing a ring neflvork rvith HSR protocol
{Figure 3--5), each detice model is configured as a DANH.
pe,rforming fiinctions such as generating and duplicating
moss{gc frames (HSR Frame A and HSR Frame B}. These
fuames circulatesimultaneous!- in separate directions within the
HISR ring, reaching inknnediate IEDs rdthin 5 ps f67l. After
circulating theentire rirg, the frarne retums to the source IED
and is discarded. The destination IED receives duplicated frames
successivel-v. ensuring continued operalion in case of frame loss.
FLSR proves efficient in handling single point frilures on the
Ethemet link, providing zero recoverytime.

Figure 3-5 HSRNetwork Modelling

3.:!.3 Modelling of A Parallel Stp-r Nef'rark Process Br:-c

il,ithPRP protocol

Figure 3-6 presents the simulation scenario for process buses

usrng a parallel star nstwor& with PRP protocol. DANP has

beeu rcnfigured in this network. DANP has two individual
communication ports in sach device. Ttvo independenl ports
onlltransrnit nvo copies of frames rritirout receiving an<i

fcrru'arding. However, all frames r*ill be duplicated and
transrnifted into t*o s€parate networks as LAN A and LAN B
sinrultareousil'. It shou.ld be noted tlrat the topoJogies ofLAN A
and LAN B are not

requred to be identical. The frame arril'ing fint d tht;
destinationrrode is received u'hilst the later one will be
discarded. All traffrc lvill ner-er retum to tle source. In
addition, rurrmal Ethernet switches can be utitized in this
network.

Frgute 3-6 PRP Neiwork Modelling

3 3 Resuhsand Analvsis

The simulations have been conducted several times rvith a
different rurmber of MUs to assess and evaluate the
performance ofthree kinds ofprocess bus netlvork. During
the simulation. eachscenario has been nrn for 30 seconds.
The results of netvi.ork time dela,v and communicalion
neiwork irandrvidth utiiizatioo under tiiffereni situations
are pressnted.

3.3.1 System Time Delay study

3.3.1.1 Sptem time delal' with 2 MUs

Fig'"re 3-7 shows the systen fime dela5, frr ftree
redundancl'networ*s q'ith basic protection scheme as
2 MUs conni;cted.
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Figure 3-7 Time Delay Performance of tlree
Redundancy'Networks r*.ith ? MUs Connected

It can be inferred that the time delay for HSR netrvork is
0.095ms which is longer than PRP (0.075ms) and tvr,o

independent parallel star netw'orks (0.065ms). This is
because mes{rage packets need a long distance to anive at
ths destinalion in ring topology, while message packets arc
propagaled ttuough a central Ethemet switch to b€

receir"ed by IEDs in star topology. PRP is also more
compiexthan iire siar network. in rhis scenario, aii iiuee
networks performed well.

3.3.t.2 Sl.stem Time Delay from 2 MUsto maximum MUs
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The system time delay increases linearly with the
devices (MUs) usil the network switching capab

Figure 3-8 shows the simulation results of
delay for three studied networks where an i
number of devices areconsidered.

Figure 3-8 Time Delayper&nnance ofthres
withnumber of MUs connectd

exc€eded.The relation is nearly linear until
time requirement limif of3ms (Table 2-2). In Fi
HSR network's cryacity is restfictsd to S Lruq i
network and single star network can accornrnodal

iuthe whole ring. The capabilfuofthe HSR
assessed in this case.

network due to message duplication and transrnission
via twopatls in the ring network.

3.3.2 Nerwork Bandwidth Utiliz*ion Study

The nefwork utilizdion varies with the number of dsvims
connected. Table 3-2 illustrates the networ{< bandwidh
trtilization in each redundancy network. Is the HSR
network, witl 9 connected MUs, g2.2%oof the
communication channel is occupied, but ttre system time
delay exceeds performance requirements. This is due to
DANH occupying a part oftle netwsrk bandwidth br
message receiving and 6nvarding, causingmessage
packets to queue. Similarly, Ethemet switches in itre fnp
network and single star netwo* also take up part of&e
network bandwidth. Simulation resuhs indicate that_ witb
the same numberofcounected MUs, the network
bandwidth utilization oftheHSR network more tJra
doubles compared to the othertwo netwo*s. This is
asributeri to message packers ixing dupiicared anri
q*qg1"d inro separare p*bsthroughourrhe ontir€ ring in
the HSR networt, wherc packets tom the sourcc must
return to the source aad be djscarrded, while tlre packet
from the ssurc€ is recognized d the receiver in *e pRp
network and single star network.

Table 3-2 Network Bandwidth Utilizaion indifferetrt cases

5t10tlil
t*mb€r€t tat !

the GOOSE
3-8, the
the PRP

upto 17
MUs. Adding an lSth MU causs the system time to
exceed 3ms. Notably,the capacityofHsR is
a single star or PRP

3.3.3 Single Ethemet Link Failurs onHSR

Untike two independent processbuses and pRp
singlepoint fiilure on HSR could impact the dafa
or receivil€ time delay. Therefore, the
Ethemet link &ilure on the HSR network was
analysed.

As shoun in Figure 3-9, during the simul*ion, the lDK procsss

then thehrs rras under nonnal opexatioo in the fust lOs,
Ethmet link between the MPl and MP2 was
change of system time delay perftrmance is shown Figure 3-
l0.It can be ob'served that rystem time delay has almost
double after the link frilure, since most packets
discance to be transnitted to the destination IEDs.
frames do not propagde clockwise or anticlockwi completely

comparcd to

. Ths
Figure 3-9 Failure of Single Ethernet Link for HSRNstwork

a long
rmally

will be



Figure 3-10 System Time DelayChange under
FibreFailure

Assrme a broadcast rnessage *om device A to
adF which is showu in

C.ommunication Table 3-3 Message Time Delay

As in Table 3-3, the short route will be selected
transmission. The worst case is A to D which can
t1+t2{3 ort4+t5+t6. If tle fiber between A and
is disconnected, the worst case delay istl,t3,t4,
t2"t3,t4, t5, Since the delay of in the fiber can be
tlte ligk speed inthe fiber. Inthe simulationthe
were usedso the delay in the switches should be
hence tl, t2, t3, t4, t5 and t6 are equal.

T N ormal = {tl + t2 + t3} or (t4 + t5 + t6) or (t
t4
+ tS + t6') +2

TFault= (tl + t2+ t3 + t4+ t5) or (n+ I +

This can be writtstr as ageneralized form frr
forhycomponed in the ring in equation (8) and

TNo 6sl= (fl+t2+t3+...+tN) (g)

TFauh= (tl + tZ + t3 + '.. + tN-l)

Ascodbg to the resuhs in Figure 3-12, the
the sysfem time delay ad the number of
almostlinear. It canbs found thatthe maximum
comected to the HSR network isths same under
frnrfty fiber coditions, i.e. upto 8 MUs. The opi
will not aftct the capacity ofthe HSRnetwork,
resuh

Unlike RSTP protocol which is ussd intrro
networ*gzerc re'covery time is provided by HSR
not nece$saryto find the best route fortrafrc to be
the

According to the working principle ofthe HSR twocopies of data packets rvill appear on the Ethemet fibers.

t7

Figure 3-11, the time delay for all B, C, D, E and
a$shown in Table 3-3.

B,C,D

are listed

different Routes

packet

described
orA and F

, t6 ortl,
as

stvitches
same,

+t2+t3+

15+ff)

and a
(e),

between

MUs is

of MUs
and

fiber hilure
leitwill

Figure 3-l I Overview of Network

in a system time delay almost double tlat ofa delay under
norrnalconditions.

ul25{367891
Nirler ofMt:*

Figure 3-12 System Time Delayunder different Scenarios

As Table 34 shows" tbe system time delay can be
ohained. The network capability is $ilI 8 MUs. However.
comparod with HSR capabilrty' study under oormal
conditions, it can be observed tlrat system time delay has
doubled under Ethemet link conditions since most packets
need more distance to arrive d the destinatiou IEDs. Under
this circumstance, a message frame cannot propagde
clockwise and anticlockwise completely in the whole ring.

Table 3-4 HSRNetwort Capability Test in Fartty equipmeic
Case

HSR network. The resuhs confirm thd a single
Ethemet linkfailure has no effect on the capability of
the [ISR. network.

3.3.4 Improvement ofHSR Hosting Capabiliry
with QRmethod

F
U

r.
*
a

os

(e)

s



HSR rfurC rrctwor&.

Table 3-5 Capability- Test for HSR Network

3.4 Summary

4.2.2 Modelling CT satur*ion

dependence betweenprimary and eecondary CT breaks down. This phenomenon occurs nithin the CT mrematerial, and the

{o4g

However, there is no duplicated traffc on the
HSR nerwork, the capability perbrmance can be

To rEnx.rvc iirc dupiieaixi iraffic in HS& a so
QR method, remrd and detect fimctions are
nunnber of flowing message packets. Once
arrived will be eliminated inthis modet without

PRP rcduudancynetw'ortg while the HSR

less than 8 MU connectircns, tlre HSR network

fiber on both PRP networks and single star network. Due to extra traffic generded in the
uced significatrly when comparing it with other trryo.

Quici< Removiug iQRi nroihod iras bccn proposcd issj. As shown in Figurc 3-i3, ir ihe
to eachport in Double dtached Node HSR(DANH) orredboxto.tariry ur. sequetroe
have been tnnsmitted through DANH mode, the otber packet with same sequeoce number
tuqtorte *yrtPD. Therebre, the a{t dupricated packets wilr not circurace the whore

;fwork in'i& QR msthod. Ttc capaciti'can bc inc.-ca.*.i, to 15 hius. compaicdwiih
with QR method ryplied has approximately doubled. This is becar,se in tlestanaarg

rk is made, Rosufts indicde a morimum capaciry of 17 MUs for bothttre single star and
bas a capacityofonly 8 MUs.

rctwork e*ibits the shortest time delay, while the HSR network has the longest. For pB
befternetwor{< utilizatio4 but exceeds its hostiag capebility with moro than g MUs.

I
,
I

t

Figurc 3-13 Prirciple ofQRtv{et}od [5S]

Tablc 3-5 picsc.iia thc capabiliry tcsi fti iln IISR
the standard HSR, the capabiliry ofthe process
tlSRnetworlq tlre packets fromthe source have returnto the source and be discarded while the packet &om fhe source will be
recognised at the receiver. However, with the eR intermedide IEDs can discard thepacket fiom the network. The capability
oftho netwo* c*n tlrerebre improrre significant

This chapter assesses the equipment hosing oftwo typical PB networkg HsR and pRp rcdundancies, using opENT simulation
models. A comparison with the single star PB

Other perbrmance metrics, including d*a time delay, network bcndwi&h utiliz*iog and the impact ofequipment fiilurE in the
reduldancy networlg are also studisd. The single

PRP nehvor{c ouperforms the single str netrvork tErms of ugtwork utilizdiou.

Regarding equipment frilure, both RPRaod HSR show no impact on d*a exchange delay and hosting capability in case of
equipment ftilurr. Howewr, data exchange time
method in HSR nstwor*. incrsases ths equipmerfi

can doublein the event of H$R network equipment frilue. The imptuuentation of eR
capability tom 8 MUs to 15 MUs

Chapter4 Experimer*al larpact Assessment of

4.1 lntroduction

Network onProtection Schems Fuactionalitv

This ehnrrtet foluc.o nn thp l*h qpf rm anvl factc fnrr-. -l i4$ iLJ;; i!': sssessmsnt of the i:rFsct cft'r.'s diftrent rsdundency eet,r.,o*s HSR sd pPJsd
tbeir &uty components on a protection and control &c) scheme functbnality and perbrmance. The p&c scheme was based on two
main protection atd conlrol str*egies. The lab set tk P&C schsme based on HSR and PRP configurations are the same as in
Figure 3-2 and Figure 3-3, respectively. The details
scenarbs aud the eryerinental results are analysed

tle implementation of a subst*ion real time simul^dion model using RTDS, test

Modeling CT s*uration is crucial forwaluafirng redundancy network perbmunce as it reflects a physical phenomenon
impacting tbe proper functioning of protection Despite being welldocumented ir existing literature [63-65], the underlyiag
principles of CT saturdion are reiterated here for . In an ideal scetrado, the curront in tbe secondary ofa CT is directly

gnctic phenomenawithin the CT core tead ts saftration, where tle liloarproportional to the primary crrrent. However,

discussed.



ided B-H curve, depicting magnetic fietd densi
(B) against magneric field intensity(}I) without

ST rfi|rNfio6.Hf,fr fur AfB Cl no|hl

{} 1w &0 ${0 4ffi
lltrfrrJ

Figure 4-9 CT saturation curve for standard

For aII CTs, the dependence between B and H is
the dependence between the vohage and currert
plot in Figure 4-9 was obtained fi.rom the data of
stardard CT model, as given in Figure 4-10.

The B-H cune in Figure 4-9 exhibirs a linear

CTmodel [66]

lyrelated to
ly. The

on ttre left acd a ssfursfion region on the right, rn'ith the knee point befiveen tlem.
uld.be within the linear region. However, under high currerf conditions, such as

ration region. In this research arficle, cr satur#ion tests were conducted bv
the saturation region using a high burden resistance in the RTDS ct modei. Tt'ee

RTDS are provided foreach CT satur*ion t€st case:

Figure 4-12 Comparisons ofCT cunents
with anideat conventional CT

fi

I

RTDS

Dunng normal loading, the CTs oper*ing point
during a fiult, the open*irg point may enter the
irnentionally shifting the iaitial operating poiat
saturation testcases were er€mhed, as outlined in able 4-i

Table 4-l CT S*uration t€st cas€s

To bstterunderstand the behavior ofthe network

t. ffid:lit.ntCT
*A

* !l* nt* !c

for earhtest cass, s€veral r€levartr plots *o* rffi
Figure 4-l I CT secondar.v cunents with
Favlt atthe mid-point

joo I

l_:ry1bji e*"q lfm[i
Figure 4-10 RTDS Standard CTmodeI [66]

{iailiel a$rariag pcir tkrc !a
htttpCIin)
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TherE are three grroup scenarios empbyed to
apply fiuhs within the communication i
are shown in Table 4-2:

frilure. tnthis scenario, thp corurnunication
its firll redundancy capability,

this scenario, assume one fiber in HRS ring is

Figure 4-l I shows the slmmetric falrlt
DC effs--t +rthe CT seccndary sides,,,;
ground &ult occurred at the mid_point
trailsmission line. The

61 IG' $s

Figure 4-13 CT secondary orrress with 3-phase_
tlw mid-point

The secondary &ult currents fu Figure 4-13
sinusoidal due to the lightly CT safuration effect.
comparisons shown in Figure 4-14, there is a gap

(i[5rr1: Dc.Fiy CT

wave$rms ars sinusoidal without CT
sefJr:ticn eftcts. Conpassd wl$ en ideai fl
(see Figure 4-12), the waveforms of each
phase overlap each other.

Figure 4-14 Comparisons of CT cunrffs with an
idealconventional CT

saturded CT current and ideat CT current. The
calculatedimpedance by distance protection will be
higher thsn the actual value, resufting in deloyed
protection trips.

resrh, either sample lelue packets between AMU and Mp or

Figure 4-16 C,omparisons of CT currents with an
idealcoilventiom.l CT

GOOGE rnessnge berweeu MP aad CBC are
transrnitted andreceived over a lorqger distsnce.

- Scenario C: Equipment AMU is ftilure in the
HSR ring. In this scenario, one protection (either Mpl or
MP2) in the ring has becn incapacitated. In &is test case,
the SVs fromAMU (GE) to MPI (ABB diff local) are no
Ionger wor*ing. Therefrre the loss of connection
between AMU (GE) to MPI(ABB diff local) c local has
blocked its pair differential protecfion at the remote.

Table 4-2 Intentional faults applied to communication
infrastnrcture for HSR confi suration

a 3-phese tc
the

not-
mthe

&uhd

curv€.
saturafed-

Figure 4-15 CT secondary currcrds with 3-phase-

the mid-pofurt

Tlre inilialoper*ing condition in CTSd2 (deeply
saturation) cas€ is close fo the knee point ofthe
Fio$'ever undsr forh conditions, CT becoues
Figure 6-15 *ows tk frult curreots smaller than I this
becexe s!f, m** cur;* tcn p*ne4' flc,r istc ,;qFA

branch, this can cause issues for both distance
protection functions.

4.2.3 Testing Cases Setup

4.2.3.1 Case studies under IISRconfiguration

Scenario A: No communication network

functionsat

Scenario B; One optical fiber ftilure in ring. In
Asa

rrdu&xy cry*rlity {lf&i er*o& is radmrA

f,{?l * rb* *€Eecssft I pr#ioer rday
t*s€** &.ir tis f,ll.rioo-



scenariosemployed to intentioually ryply faults
sommudcation network fu r pRp configuratioas
scenario groups are summarized in Table 4_3.

4-2.3.2 Case studies under pRp configuration

Similar to HSR configuration, there are also
breakercontrol signals between MUVCBCs and the
RTDS virtuahransmision substation model via
amplifiers or electrical signal isolaton, respectively,

GOOSE oneither HSR or pRp proc€ss bus networks via
MUs, CBCs and MPs, Details of tk results and
discussion are outlined below:
l) Simulation Assessments

In the simulation sfudies, the data networ* performance
assessments fortlree tlpes ofdata networks (i.e. asingle
star,HSR and PRP, respectively) have been evaluated
and investigated under different fruft conditions (i.e.
feeder fruh, fiber ftilure, storming data). Three

Z) Experimental Assessments

In orderto analyze tlre eftctiveness oftlo implemented
dda network redundancy oa the p&C scheme
functionality, an experimental testing bed r,vas setup_
the sssessments offir'o dif;lerent redundmcy aetrorks
HSRand PRP and their furlry'components impact onthe
P&C scheme functionality and performance were
conducted. The P&C scheme was based ontwo main
protection and contml $rategy.

Both PB with HSR and PRp protocols laboratory seurp
were bas€d on a confgurable Virtual Site Acceptance
Testug and Training (VSAff) pbtform at Manchesrer
where RTDS playsa central role in the laboratory setup
becaure it represeds tlre real substatior and network
model. RTDS rcptsentsthe source of CT and VT
analogue m€asuremerts as well as the destination of
circuit brcakcrs foiirip signals. Thc RTDS nctwr:rt
model can integrate signals &om exfiernal hardware inreal
time, according to Flardware in the Loop (HiL)
simulationrequirrements. RTDS interfacing with Omicron
anplifiers are integrated with AMUs, IEDs and CBCs
from differeG mmufac*urers. There were no major issues
in te.rms of interogrerability, as all devices were
compatible withtho IEC 61850 standard and tbsir
configuration was accomplished according to ttre
guidelines outlined in the IEC 61850 standard.

In PRP tess, various different frulty components and
differentCT saturation levels were considered. Forthe
tests on fruliy components in PRP with ideai CT, tlw tesr
results show tlrat the protection scheme under no fiult
component performs betterthan these ftult compone{S
conditions. Underthe fallty component conditions in
PRP, the protection soheme s€le€ts the best rout€ to trip.
Forthe tests on fruhy components in PRP with ligttly
CT saflrraticq the msin effsct $'as the fruh5'AMU thst
stopped MPI (differerrial) to oper*e and forced Mp2
(disance) into backup protection (i.e. zone 2). Forthe
tests on frulty components in PRP with deeply CT
saturation, the main effect is the fauhy AMU that can
stop both MPI and MP2 in the protection scheme failed
to trip.

5.2 $r,ggestions for future wort

5.2.1 Establishing Simulation Model formore
ComplexData Nstwo* Designs

ithin tlre

all

Table 4-3 lntentional huhs appliedto
communicationinfiastrucDure for pRp

Chapter 5 C,orclusionand Future Wort

Conclusion

IEC 61850 standards have been published and used
fordata exchange communicdions in a substation
sy$tem (SAS). The standards aim to addresstle
interoperability between differers vesdor devices,
MergiUg Units (MUs), Circuit Breaker {CBCs)
and Imelligent Flsctronic Devices (IEDs). This bring

andsignificant flexibility and benefits to pow€r
industries to confidentty deploy new smart
communication and network technology appli

This research article mainly frcuses on assessing
quar.t$'rsg thc communicaf ion nchvork
terms of equipmedhosting capability, data tune
delay and network ufilization, for both process (PB) and
sa:tion bus (SB) through simulation studies. The
article report also details the eryerimental testing
and assessing the impact ofdifferern &ulty
both High-availability Seamless Redundancv
Parallel Redundancy Protocol (PRp) redundancy
networks on the typical protectiot scheme (i.e
MPI - differential and MP2 - distance)
the experimental tests.

Fcr the simulatbn studies, OPNET Modeller
tosihas been used {s riiodel {i} both t}picaf PB aud
networts,

{ii} PB networks wi& different network
including two independent parallel star aetworks, flng
rctwor* qdth HSR protocol, and a parallel star
witiPRP protocol.

Forthe experimental assessment, atesftng bed was
used for testing tlre impact of ftulty components in
I-ISRor PRP onthe P&{ scheme. Forconsiderins
type ofpower system ftults, a 400KV substation
model residing in the RTDS frcitiry was i
integrated with real commercial IEDs, MUs ad
devices were:

(ABB), MPI {ABB ditrlocal) MP2 (cE dis). In
MPI{ABB diffremote),

I seh$
nts ln
and

$ing of
though

and

. The

pumcaodayriild*redrtb
Egr{lwr AMU' elrr - om Atrt
i* diacoqert ?hc rfupcy
mmo*isr;fu*A
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The datanet*orks brthe simuldioas and e

digital sud*ion roll sut, dtra networks would be
comglicated.

Honce to would h necessary to establish a more
nrfwork simuldion nshtrork made ofa number of

testing bed in tris have been mainly focused on
simple Ethernst switching coufigur*ion. For ftl

sritches. To assess suoh dfa rntwork equipment
capabilrty' and critical time delay perfrrnGe in r

Adopting digital twins for substations could help
utilities to impmve digital substubn design and- .

perfomunce. Electric utilities are leveraging digi
manage sbstatious overtteir lifecycles and are
muhidiscipline teams to colaborde with otber
As a resuh, they are gaining accuracy intheir
sheamlining design and construction, and
ard reliability.

5.2.3 Cytcr Security

The network comrmrnicdion infiastruqture of
provides several benefits to power utilities.

diferent pmbability of stoclra$ic events
Martov cbain model will be needed to deal with
queulng rrival rdes i"I,.., ln and muhiple switch
rates pI,... pm. The aim ofthe established model
g€neflc and can be us€d ftr differeut dda uetwork
studies.

5.2.2 Substation Digiral Twins

zubstations can be exploited by an attackerto gain
infiastrucfirrs ofthe utility. Reccnt cybemttack on

ASCI

AS3

powergrkl was rcported on December l0l5 [6?]
disrupted the whole electricity network operuion.

For tlis r€ason, curredly cybor security
ard IEC *andards, wc,has IEC 62351 power
managcment and associafed informariou exchange
communication security, bave already developed
[68].
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